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Resultatregnskap for 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 2021 2020

Driftsinntekter 1 478 950 486 700

Viderefakturerte kostnader 11 200 0

SUM INNTEKTER 490 150 486 700

Lønnskostnader 2 171 150 136 920

Avskrivning varige driftsmidler 4 452 145 452 145

Elektrisitetskostnader 133 780 55 502

Reparasjon, vedlikehold 3 86 347 513 651

Fremmede tjenester 2 107 758 86 918

Kontorkostnader 803 485

Forsikring, garantier 37 745 34 317

Andre kostnader 3 12 201 16 461

SUM DRIFTSKOSTNADER 1 001 928 1 296 398

DRIFTSRESULTAT -511 778 -809 698

Finansinntekter 3 681 4 196

Finanskostnader 3 187

SUM NETTO FINANSPOSTER 3 678 4 009

ÅRSRESULTAT -508 100 -805 689

Overført til udekket tap 6 -508 100 -805 689

SUM DISPONERT -508 100 -805 689



Balanse pr 31. desember 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 2021 2020

EIENDELER

ANLEGGSMIDLER

Fast eiendom 4 18 257 964 18 710 109

Sum varige driftsmidler 18 257 964 18 710 109

SUM ANLEGGSMIDLER 18 257 964 18 710 109

OMLØPSMIDLER

Fordringer på medlemmer 17 887 149 365

Forskuddsbetalte kostnader 36 155 34 458

Andre fordringer 0 11 824

Sum fordringer 54 042 195 647

Bankinnskudd, kontanter o.l. 5 679 287 1 158 567

SUM OMLØPSMIDLER 733 329 1 354 215

SUM EIENDELER 18 991 293 20 064 323



Balanse pr 31. desember 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 2021 2020

EGENKAPITAL OG GJELD

EGENKAPITAL

Innskuddskapital 6 23 591 115 23 591 115

Sum innskutt kapital 23 591 115 23 591 115

Udekket tap 6 -4 704 888 -4 196 787

Sum opptjent kapital -4 704 888 -4 196 787

SUM EGENKAPITAL 6 18 886 227 19 394 328

GJELD

KORTSIKTIG GJELD

Leverandørgjeld 28 023 20 603

Skyldige offentlige avgifter 76 573 20 840

Annen kortsiktig gjeld 7 470 628 553

Sum kortsiktig gjeld 105 066 669 996

SUM GJELD 105 066 669 996

SUM EGENKAPITAL OG GJELD 18 991 293 20 064 323

Drøbak, 09.05.2022

Styret for Indre Hallangspollen Vann- og Avløpslag SA

Stein Erik Thorvaldsen

Styrets leder

Morten Holmsen

Styremedlem

Bjarne Hagen

Styremedlem

Irene Westlie

Styremedlem

Eirik Loftesnes

Styremedlem



Noter 2021

Indre Hallangspollen Vann- og Avløpslag SA

Regnskapsprinsipper
Årsregnskapet er satt opp i samsvar med regnskapsloven og god regnskapssikk for små foretak.

Forutsetningen om fortsatt drift er lagt til grunn ved avleggelsen av årsregnskapet.

Driftsinntekter

Driftsinntekter består av inntekter fra medlemmer og inntektsføres i året som avgiften gjelder.

Klassifisering og vurdering av balanseposter

Omløpsmidler og kortsiktig gjeld omfatter poster som knytter seg til varekretsløpet. For andre poster

enn kundefordringer omfattes poster som forfaller til betaling innen ett år etter transaksjonsdagen.

Anleggsmidler er eiendeler bestemt til varig eie og bruk. Langsiktig gjeld er gjeld som forfaller senere

enn ett år etter transaksjonsdagen.

Omløpsmidler vurderes til laveste av anskaffelseskost og virkelig verdi. Kortsiktig gjeld balanseføres til

nominelt beløp på etableringstidspunktet.

Anleggsmidler vurderes til anskaffelseskost. Varige anleggsmidler avskrives etter en fornuftig

avskrivningsplan. Anleggsmidlene nedskrives til virkelig verdi ved verdifall som ikke forventes å være

forbigående. Langsiktig gjeld med unntak av andre avsetninger balanseføres til nominelt beløp på

etableringstidspunktet.

Fordringer

Kundefordringer og andre fordringer er oppført i balansen til pålydende etter fradrag for avsetning til

fordringene. Avsetning til tap gjøres på grunnlag av individuelle vurderinger av de enkelte fordringene.

Varige driftsmidler

Varige driftsmidler balanseføres og avskrives over driftsmidlenes levetid dersom de har antatt levetid

over 3 år og har en kostpris som overstiger kr 15.000. Direkte vedlikehold av driftsmidler kostnadsføres

løpende under driftskostnader, mens påkostninger eller forbedringer tillegges driftsmidlets kostpris

og avskrives i takt med driftsmidlet.



Noter 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 1 - Driftsinntekter
2021 2020

Driftsinntekter 155 medlemmer (157 i 2020) 478 950 486 700

Sum 478 950 486 700

Note 2 - Lønnskostnader mv.
2021 2020

Lønn, feriepenger mv. 150 000 120 000

Annen godtgjørelse 0 0

Arbeidsgiveravgift 21 150 16 920

Sum 171 150 136 920

Antall årsverk er 0, men ett styremedlem har fast lønn for oppfølging av henvendelser.

Foretaket er ikke pliktig til å ha tjenestepensjonsordning etter lov om obligatorisk tjenestepensjon.

Honorar revisor eks mva: 2021 2020

Revisjonshonorar 10 000 9 500

Andre tjenester 0 0

Sum 10 000 9 500

Note 3 - Diverse spesifikasjoner
2021 2020

Reparasjon, vedlikehold

Reparasjon og vedlikehold utstyr 86 347 513 651

Sum 86 347 513 651

Andre kostnader

Styre og bedriftsforsamlingsmøter 0 634

Øreavrunding -153 -161

Bank og kortgebyr 3 580 5 116

Annen kostnad 6 836 10 409

Konstanterte tap på fordringer 1 938 463

Endring i avsetning tap på fordringer 0 0

Sum 12 201 16 461



Noter 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 4 - Anleggsmidler

Formål: Vann og avløpsanlegg

Anlegget er satt i drift høsten 2012 og avskrives fra 01.01.2013.

Anskaffelseskost 01.01.2021 22 607 269

Tilgang i året 0

Avgang i året 0

Anskaffelesekost 31.12.2021 22 607 269

Avskrivninger 01.01.2021 -3 897 160

Akkumulerte avskrivninger 31.12.2021 -4 349 305

Balanseført verdi 31.12.2021 18 257 964

Årets avskrivninger -452 145

Avskrivningsmetode Lineær

Avskrivningstid 50 år

Note 5 - Bundne midler

I posten for bankinnskudd inngår egen konto for bundne skattetrekksmidler med kr 20 766.

Skyldig skattetrekk per 31.12.2021 er kr 20 505.

2021 2020

Innskudd DnB 658 521 1 143 108

Skattetrekkskonto DnB 20 766 15 459

Sum 679 287 1 158 567

Note 6 - Egenkapital

Innskuddskapital:

Innskuddskapital 156 000

Andelskapital 23 435 115

Total innskuddskapital 23 591 115

Opptjent egenkapital:

Egenkapital 01.01.2021 -4 196 787

Årets resultat -508 100

Opptjent egenkapital 31.12.2020 -4 704 888

Sun egenkapital 18 886 227



Noter 2021

Indre Hallangspollen Vann- og Avløpslag SA

Note 7 - Annen kortiktig gjeld

2021 2020

Gjeld til medlem 470 470

Gjeld til IHVR 0 628 083

Sum 470 628 553

I løpet av 2019 og 2020 er bankinnskudd i Indre Hallangspollen Velforeninger (IHVR) 

overført til IHVA for oppbevaring. Disse pengene ble returnert til IHVR i løpet av 2021.
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           download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376
           2022-05-10T15:26:03.3416697Z
           
             4348c8ff-c49c-4a75-a15c-ae91009ca376
             LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=
             Årsmelding IHVR 2021 - til signering.pdf
             User downloaded attachment
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7
           2022-05-10T15:26:44.6481517Z
           
             4490499a-963f-4ff1-9a4f-ae91009ca3e7
             aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=
             IHVA - Årsregnskap 2021 - til signering.pdf
             User downloaded attachment
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
           2022-05-10T15:27:06.388446Z
           
             0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
             iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=
             Årsmelding IHVA 2021 - til signering.pdf
             User downloaded attachment
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           download-document-df4101b4-6602-490e-88ea-ae91009c95fd
           2022-05-10T15:27:29.2290101Z
           
             4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=
             IHVA/IHVR - dokumenter til signering - årsregnskap 2021
             df4101b4-6602-490e-88ea-ae91009c95fd
             User downloaded document
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           init-eaccept-auth
           2022-05-10T15:27:57.4425676Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidNetcentric
             36682427caef48919550ae9100fedef5
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           Id-event: Session Created
           2022-05-10T15:27:57Z
           
             191.235.161.110
             https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           Id-event: User Initiated
           2022-05-10T15:27:58Z
           
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Session Created
           2022-05-10T15:27:59Z
           
             0v0EXBT45VYHh33S
             0goIwSPBrpYVTcJpWOkqFxNFZbK7
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Initiated
           2022-05-10T15:28:01Z
           
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Success
           2022-05-10T15:28:24Z
           
             9578-5997-4-208225
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           eaccept-authsession-success
           2022-05-10T15:28:24.6775918Z
           
             User has successfully authed
             36682427caef48919550ae9100fedef5
             NoBankidNetcentric
             9578-5997-4-208225
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
         
           eaccept-sign-success
           2022-05-10T15:28:24.6831608Z
           
             User has successfully used eaccept to sign the document
             identification
             171.23.6.99
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
           Mac OS X 10.13
           84.210.190.150
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.96.33
           RD281878947249
        
      
       
       
         
           document-created
           2022-05-10T09:30:06.7397613Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             35.228.222.82
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2022-05-11T16:46:43.1796448Z
           
             User clicked link sent in Email to: bjarnur.hagen@gmail.com
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
             84.210.190.150
             dbfc6b7d-bdb1-415d-a3fc-ae91009c9606
             identification
             off
          
        
         
           download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376
           2022-05-11T16:46:58.0116982Z
           
             4348c8ff-c49c-4a75-a15c-ae91009ca376
             LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=
             Årsmelding IHVR 2021 - til signering.pdf
             User downloaded attachment
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7
           2022-05-11T16:47:25.0593412Z
           
             4490499a-963f-4ff1-9a4f-ae91009ca3e7
             aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=
             IHVA - Årsregnskap 2021 - til signering.pdf
             User downloaded attachment
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
           2022-05-11T16:49:23.6935571Z
           
             0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
             iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=
             Årsmelding IHVA 2021 - til signering.pdf
             User downloaded attachment
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           download-document-df4101b4-6602-490e-88ea-ae91009c95fd
           2022-05-11T16:50:11.1439651Z
           
             4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=
             IHVA/IHVR - dokumenter til signering - årsregnskap 2021
             df4101b4-6602-490e-88ea-ae91009c95fd
             User downloaded document
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           init-eaccept-auth
           2022-05-11T16:51:15.1971509Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             18412819dfc241eeaab7ae920115bfb3
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           Id-event: Session Created
           2022-05-11T16:51:15Z
           
             191.235.161.110
             https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           Id-event: User Initiated
           2022-05-11T16:51:16Z
           
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2022-05-11T16:51:43Z
           
             46863846
             160647
             W9pB1pyHmdo5+7yTtXkP0ZlXMt8=
             TREG GREIE
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2022-05-11T16:51:43Z
           
             null
             null
             null
             null
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2022-05-11T16:52:09Z
           
             9578-5999-4-1199122
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           eaccept-authsession-success
           2022-05-11T16:52:10.4026315Z
           
             User has successfully authed
             18412819dfc241eeaab7ae920115bfb3
             NoBankidMobile
             9578-5999-4-1199122
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
         
           eaccept-sign-success
           2022-05-11T16:52:10.4179787Z
           
             User has successfully used eaccept to sign the document
             identification
             84.210.190.150
             Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0
          
        
      
    
     
       
         
           Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
           Windows 10
           92.221.174.83
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.96.33
           RD281878947249
        
      
       
       
         
           document-created
           2022-05-10T09:30:06.7397613Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             35.228.222.82
             p244370604c184701913645c644dd8a40
          
        
         
           link-clicked
           2022-05-10T11:21:04.1770458Z
           
             User clicked link sent in Email to: stein.thorvaldsen@guideline.no
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
             92.221.174.83
             7c3d621e-7b97-423c-8735-ae91009c9606
             identification
             off
          
        
         
           download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376
           2022-05-10T11:21:17.617856Z
           
             4348c8ff-c49c-4a75-a15c-ae91009ca376
             LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=
             Årsmelding IHVR 2021 - til signering.pdf
             User downloaded attachment
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7
           2022-05-10T11:21:25.2707606Z
           
             4490499a-963f-4ff1-9a4f-ae91009ca3e7
             aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=
             IHVA - Årsregnskap 2021 - til signering.pdf
             User downloaded attachment
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
           2022-05-10T11:21:30.2638633Z
           
             0e88e6cf-7faf-4a96-b0a9-ae91009ca46e
             iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=
             Årsmelding IHVA 2021 - til signering.pdf
             User downloaded attachment
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           download-document-df4101b4-6602-490e-88ea-ae91009c95fd
           2022-05-10T11:21:36.3055669Z
           
             4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=
             IHVA/IHVR - dokumenter til signering - årsregnskap 2021
             df4101b4-6602-490e-88ea-ae91009c95fd
             User downloaded document
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           init-eaccept-auth
           2022-05-10T11:21:45.5537836Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidNetcentric
             3ce756c117fa4a5099b3ae9100bb4025
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           Id-event: Session Created
           2022-05-10T11:21:45Z
           
             191.235.161.110
             https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           Id-event: User Initiated
           2022-05-10T11:21:46Z
           
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           Id-event: Norwegian BankID Session Created
           2022-05-10T11:21:46Z
           
             NAfhKRn1zGnSLpVn
             OXxyvlHqsoJkPc2QHpIByTLxYDBb
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           Id-event: Norwegian BankID Initiated
           2022-05-10T11:21:47Z
           
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           Id-event: Norwegian BankID Success
           2022-05-10T11:22:24Z
           
             9578-5999-4-1325553
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           eaccept-authsession-success
           2022-05-10T11:22:25.1861781Z
           
             User has successfully authed
             3ce756c117fa4a5099b3ae9100bb4025
             NoBankidNetcentric
             9578-5999-4-1325553
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
         
           eaccept-sign-success
           2022-05-10T11:22:25.195524Z
           
             User has successfully used eaccept to sign the document
             identification
             92.221.174.83
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39
          
        
      
    
  



[

  {

    "SignerId": "b8f9864e-40b2-4c7e-8f05-ae91009c9606",

    "SignerName": "Westlie, Irene",

    "DateOfBirth": "1962-06-02",

    "EacceptMethodUniqueId": "9578-5999-4-1407198",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-05-12T11:01:41.2003517Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

            "OS": "Android 12",

            "IP": "77.18.58.38",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.96.33",

            "NET_VERSION": null,

            "MachineName": "RD281878947249"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-05-10T09:30:06.7397613Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "35.228.222.82",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-05-12T10:53:32.198816Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: irene.westlie@hotmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "b8f9864e-40b2-4c7e-8f05-ae91009c9606",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376",

            "TimeStamp": "2022-05-12T10:53:41.6342446Z",

            "Data": [

              {

                "value": "4348c8ff-c49c-4a75-a15c-ae91009ca376",

                "key": "attachment-id"

              },

              {

                "value": "LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVR 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed attachment in pdf viewer",

                "key": "description"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7",

            "TimeStamp": "2022-05-12T11:00:49.8448873Z",

            "Data": [

              {

                "value": "4490499a-963f-4ff1-9a4f-ae91009ca3e7",

                "key": "attachment-id"

              },

              {

                "value": "aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "IHVA - Årsregnskap 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed attachment in pdf viewer",

                "key": "description"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

            "TimeStamp": "2022-05-12T11:00:58.169281Z",

            "Data": [

              {

                "value": "0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

                "key": "attachment-id"

              },

              {

                "value": "iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVA 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed attachment in pdf viewer",

                "key": "description"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "read-document-df4101b4-6602-490e-88ea-ae91009c95fd",

            "TimeStamp": "2022-05-12T11:01:03.603185Z",

            "Data": [

              {

                "value": "4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "IHVA/IHVR - dokumenter til signering - årsregnskap 2021",

                "key": "document-title"

              },

              {

                "value": "df4101b4-6602-490e-88ea-ae91009c95fd",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-05-12T11:01:17.7145936Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "dea7cb76b6f34537b4aeae9300b5a139",

                "key": "authentication-session-id"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-05-12T11:01:17Z",

            "Data": [

              {

                "value": "191.235.161.117",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-05-12T11:01:19Z",

            "Data": [

              {

                "value": "77.18.58.38",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-05-12T11:01:30Z",

            "Data": [

              {

                "value": "90538444",

                "key": "mobile"

              },

              {

                "value": "020662",

                "key": "dateOfBirth"

              },

              {

                "value": "TwXWpOq4AwSl09u0ezSRlPZJuXc=",

                "key": "transactionRef"

              },

              {

                "value": "RABIAT SKUFF",

                "key": "merchantRef"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-05-12T11:01:30Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-05-12T11:01:39Z",

            "Data": [

              {

                "value": "9578-5999-4-1407198",

                "key": "providerId"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-05-12T11:01:41.264301Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "dea7cb76b6f34537b4aeae9300b5a139",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1407198",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-05-12T11:01:41.2726775Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "77.18.58.38",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G973F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.61 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1962-06-02"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "2e2e8c26-5dc0-45e9-bd10-ae91009c9606",

    "SignerName": "Loftesnes, Eirik Vidar",

    "DateOfBirth": "1957-05-14",

    "EacceptMethodUniqueId": "9578-5999-4-1183904",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-05-10T12:12:58.0931451Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

            "OS": "Windows 10",

            "IP": "188.95.247.247",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.96.33",

            "NET_VERSION": null,

            "MachineName": "RD281878947249"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-05-10T09:30:06.7397613Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "35.228.222.82",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-05-10T12:10:33.4932649Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: Eirik.loftesnes@outlook.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "2e2e8c26-5dc0-45e9-bd10-ae91009c9606",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376",

            "TimeStamp": "2022-05-10T12:10:39.9700626Z",

            "Data": [

              {

                "value": "4348c8ff-c49c-4a75-a15c-ae91009ca376",

                "key": "attachment-id"

              },

              {

                "value": "LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVR 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7",

            "TimeStamp": "2022-05-10T12:10:51.9745891Z",

            "Data": [

              {

                "value": "4490499a-963f-4ff1-9a4f-ae91009ca3e7",

                "key": "attachment-id"

              },

              {

                "value": "aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "IHVA - Årsregnskap 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

            "TimeStamp": "2022-05-10T12:11:09.4062818Z",

            "Data": [

              {

                "value": "0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

                "key": "attachment-id"

              },

              {

                "value": "iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVA 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-document-df4101b4-6602-490e-88ea-ae91009c95fd",

            "TimeStamp": "2022-05-10T12:11:38.2136378Z",

            "Data": [

              {

                "value": "4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "IHVA/IHVR - dokumenter til signering - årsregnskap 2021",

                "key": "document-title"

              },

              {

                "value": "df4101b4-6602-490e-88ea-ae91009c95fd",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-05-10T12:12:23.0449308Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "2c58c271edcd415bb3abae9100c927ab",

                "key": "authentication-session-id"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-05-10T12:12:22Z",

            "Data": [

              {

                "value": "191.235.161.117",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-05-10T12:12:23Z",

            "Data": [

              {

                "value": "188.95.247.247",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-05-10T12:12:36Z",

            "Data": [

              {

                "value": "90725700",

                "key": "mobile"

              },

              {

                "value": "140557",

                "key": "dateOfBirth"

              },

              {

                "value": "CEDESdDbgECQI5x3vcZuYjEdQt0=",

                "key": "transactionRef"

              },

              {

                "value": "SUBTIL HOFTE",

                "key": "merchantRef"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-05-10T12:12:36Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-05-10T12:12:56Z",

            "Data": [

              {

                "value": "9578-5999-4-1183904",

                "key": "providerId"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-05-10T12:12:58.1501076Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "2c58c271edcd415bb3abae9100c927ab",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1183904",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-05-10T12:12:58.1596664Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "188.95.247.247",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1957-05-14"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "81806ca4-c852-484e-a54a-ae91009c9606",

    "SignerName": "Holmsen, Morten",

    "DateOfBirth": "1966-03-03",

    "EacceptMethodUniqueId": "9578-5997-4-208225",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-05-10T15:28:24.63244Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

            "OS": "Windows 10",

            "IP": "171.23.6.99",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.147.209.186",

            "NET_VERSION": null,

            "MachineName": "RD28187894AF87"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-05-10T09:30:06.7397613Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "35.228.222.82",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-05-10T15:25:55.0299237Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: mholmse@online.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "81806ca4-c852-484e-a54a-ae91009c9606",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376",

            "TimeStamp": "2022-05-10T15:26:03.3416697Z",

            "Data": [

              {

                "value": "4348c8ff-c49c-4a75-a15c-ae91009ca376",

                "key": "attachment-id"

              },

              {

                "value": "LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVR 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7",

            "TimeStamp": "2022-05-10T15:26:44.6481517Z",

            "Data": [

              {

                "value": "4490499a-963f-4ff1-9a4f-ae91009ca3e7",

                "key": "attachment-id"

              },

              {

                "value": "aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "IHVA - Årsregnskap 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

            "TimeStamp": "2022-05-10T15:27:06.388446Z",

            "Data": [

              {

                "value": "0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

                "key": "attachment-id"

              },

              {

                "value": "iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVA 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-document-df4101b4-6602-490e-88ea-ae91009c95fd",

            "TimeStamp": "2022-05-10T15:27:29.2290101Z",

            "Data": [

              {

                "value": "4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "IHVA/IHVR - dokumenter til signering - årsregnskap 2021",

                "key": "document-title"

              },

              {

                "value": "df4101b4-6602-490e-88ea-ae91009c95fd",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-05-10T15:27:57.4425676Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "36682427caef48919550ae9100fedef5",

                "key": "authentication-session-id"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-05-10T15:27:57Z",

            "Data": [

              {

                "value": "191.235.161.110",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-05-10T15:27:58Z",

            "Data": [

              {

                "value": "171.23.6.99",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2022-05-10T15:27:59Z",

            "Data": [

              {

                "value": "0v0EXBT45VYHh33S",

                "key": "clientId"

              },

              {

                "value": "0goIwSPBrpYVTcJpWOkqFxNFZbK7",

                "key": "traceId"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2022-05-10T15:28:01Z",

            "Data": [

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2022-05-10T15:28:24Z",

            "Data": [

              {

                "value": "9578-5997-4-208225",

                "key": "providerId"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-05-10T15:28:24.6775918Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "36682427caef48919550ae9100fedef5",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-208225",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-05-10T15:28:24.6831608Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "171.23.6.99",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1966-03-03"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "dbfc6b7d-bdb1-415d-a3fc-ae91009c9606",

    "SignerName": "Hagen, Bjarne",

    "DateOfBirth": "1947-06-16",

    "EacceptMethodUniqueId": "9578-5999-4-1199122",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-05-11T16:52:10.3473686Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

            "OS": "Mac OS X 10.13",

            "IP": "84.210.190.150",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.96.33",

            "NET_VERSION": null,

            "MachineName": "RD281878947249"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-05-10T09:30:06.7397613Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "35.228.222.82",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-05-11T16:46:43.1796448Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: bjarnur.hagen@gmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "dbfc6b7d-bdb1-415d-a3fc-ae91009c9606",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376",

            "TimeStamp": "2022-05-11T16:46:58.0116982Z",

            "Data": [

              {

                "value": "4348c8ff-c49c-4a75-a15c-ae91009ca376",

                "key": "attachment-id"

              },

              {

                "value": "LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVR 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7",

            "TimeStamp": "2022-05-11T16:47:25.0593412Z",

            "Data": [

              {

                "value": "4490499a-963f-4ff1-9a4f-ae91009ca3e7",

                "key": "attachment-id"

              },

              {

                "value": "aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "IHVA - Årsregnskap 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

            "TimeStamp": "2022-05-11T16:49:23.6935571Z",

            "Data": [

              {

                "value": "0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

                "key": "attachment-id"

              },

              {

                "value": "iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVA 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-document-df4101b4-6602-490e-88ea-ae91009c95fd",

            "TimeStamp": "2022-05-11T16:50:11.1439651Z",

            "Data": [

              {

                "value": "4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "IHVA/IHVR - dokumenter til signering - årsregnskap 2021",

                "key": "document-title"

              },

              {

                "value": "df4101b4-6602-490e-88ea-ae91009c95fd",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-05-11T16:51:15.1971509Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "18412819dfc241eeaab7ae920115bfb3",

                "key": "authentication-session-id"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-05-11T16:51:15Z",

            "Data": [

              {

                "value": "191.235.161.110",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-05-11T16:51:16Z",

            "Data": [

              {

                "value": "84.210.190.150",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-05-11T16:51:43Z",

            "Data": [

              {

                "value": "46863846",

                "key": "mobile"

              },

              {

                "value": "160647",

                "key": "dateOfBirth"

              },

              {

                "value": "W9pB1pyHmdo5+7yTtXkP0ZlXMt8=",

                "key": "transactionRef"

              },

              {

                "value": "TREG GREIE",

                "key": "merchantRef"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-05-11T16:51:43Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-05-11T16:52:09Z",

            "Data": [

              {

                "value": "9578-5999-4-1199122",

                "key": "providerId"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-05-11T16:52:10.4026315Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "18412819dfc241eeaab7ae920115bfb3",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1199122",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-05-11T16:52:10.4179787Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "84.210.190.150",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:100.0) Gecko/20100101 Firefox/100.0",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1947-06-16"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "7c3d621e-7b97-423c-8735-ae91009c9606",

    "SignerName": "Thorvaldsen, Stein Erik",

    "DateOfBirth": "1955-07-29",

    "EacceptMethodUniqueId": "9578-5999-4-1325553",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-05-10T11:22:25.133597Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

            "OS": "Windows 10",

            "IP": "92.221.174.83",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.96.33",

            "NET_VERSION": null,

            "MachineName": "RD281878947249"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-05-10T09:30:06.7397613Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "35.228.222.82",

                "key": "Server-IP"

              },

              {

                "value": "p244370604c184701913645c644dd8a40",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-05-10T11:21:04.1770458Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: stein.thorvaldsen@guideline.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "7c3d621e-7b97-423c-8735-ae91009c9606",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-attachment-4348c8ff-c49c-4a75-a15c-ae91009ca376",

            "TimeStamp": "2022-05-10T11:21:17.617856Z",

            "Data": [

              {

                "value": "4348c8ff-c49c-4a75-a15c-ae91009ca376",

                "key": "attachment-id"

              },

              {

                "value": "LsbyZaYzmUAkbWVZidtXemvmqHFfCvabfEu1nsJG/GY=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVR 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-4490499a-963f-4ff1-9a4f-ae91009ca3e7",

            "TimeStamp": "2022-05-10T11:21:25.2707606Z",

            "Data": [

              {

                "value": "4490499a-963f-4ff1-9a4f-ae91009ca3e7",

                "key": "attachment-id"

              },

              {

                "value": "aTdOoznjGdg6DivaHqNgN1Z8GoLym6ETTYPBAhrcEnQ=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "IHVA - Årsregnskap 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-attachment-0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

            "TimeStamp": "2022-05-10T11:21:30.2638633Z",

            "Data": [

              {

                "value": "0e88e6cf-7faf-4a96-b0a9-ae91009ca46e",

                "key": "attachment-id"

              },

              {

                "value": "iB5eboUPnkLmWMXEHgWGpp7iC4auJqwau3DBHTtDxhM=",

                "key": "attachment-hash-sha-256"

              },

              {

                "value": "Årsmelding IHVA 2021 - til signering.pdf",

                "key": "attachment-title"

              },

              {

                "value": "User downloaded attachment",

                "key": "description"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "download-document-df4101b4-6602-490e-88ea-ae91009c95fd",

            "TimeStamp": "2022-05-10T11:21:36.3055669Z",

            "Data": [

              {

                "value": "4A4WYPLhZyncubhRLh38cmnTC4biTKemmkeBusXvZEc=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "IHVA/IHVR - dokumenter til signering - årsregnskap 2021",

                "key": "document-title"

              },

              {

                "value": "df4101b4-6602-490e-88ea-ae91009c95fd",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-05-10T11:21:45.5537836Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "3ce756c117fa4a5099b3ae9100bb4025",

                "key": "authentication-session-id"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-05-10T11:21:45Z",

            "Data": [

              {

                "value": "191.235.161.110",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=4692184e-72dd-435d-8d60-aabd00806e75",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-05-10T11:21:46Z",

            "Data": [

              {

                "value": "92.221.174.83",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2022-05-10T11:21:46Z",

            "Data": [

              {

                "value": "NAfhKRn1zGnSLpVn",

                "key": "clientId"

              },

              {

                "value": "OXxyvlHqsoJkPc2QHpIByTLxYDBb",

                "key": "traceId"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2022-05-10T11:21:47Z",

            "Data": [

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2022-05-10T11:22:24Z",

            "Data": [

              {

                "value": "9578-5999-4-1325553",

                "key": "providerId"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-05-10T11:22:25.1861781Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "3ce756c117fa4a5099b3ae9100bb4025",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1325553",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-05-10T11:22:25.195524Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "92.221.174.83",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.54 Safari/537.36 Edg/101.0.1210.39",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1955-07-29"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  }

]
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